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***
BEGIN CHANGES
***

5.4.3.x

Key issue #4.x: Dealing with radio jamming

5.4.3.x.1
Key issue details

This key issue covers the problem of radio jamming attack and the aspects of what Next Generation systems could do to deal with it.

One way to mitigate, if not to prevent, the effect of the radio jamming attack is to use frequency hopping over a large set of frequencies. Doing so could be a feat available today to military systems, but not to civilian cellular systems because of the limited available spectrum. It might also be unfeasible, if possible, to provide effective resilience against high power radio jamming in the vicinity of the receiver. 

Nevertheless, it is important and worthy to develop potential solutions for the Next Generation systems, that are first, feasible or practical, and second, improve resilience compared to the LTE systems such as:

-
resilience against low power jamming;

-
network-based (and/or UE-assisted) detection of jamming that enables the MNO and LEA to search for and stop unlawful radio jamming; etc.
5.4.3.x.2
Security threats 

-
Radio jamming interrupts the normal service and in absence of its detection/resilience, there could be serious impacts on vehicular safety, critical infrastructures, MNO's reputation, etc.
5.4.3.x.3
Potential security requirements
-
The network should support detection of radio jamming.
-
The network may support resilience to low power jamming.
*** END OF CHANGES ***
